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MISSING SINCE 11/02/16

CHEWBACCA

is missing!!

Chewbaccais a
sweet 2 year old
black and tan

_ hound mix. Loves
people, dogs and
food. Wearing navy
and white collar.

Last seen near: 45th Street NW and River Street
If you see CHEWY, please DO NOT CHASE HIM

Just give us a call!
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Man:
https://pixabay.com/en/boy-human-male-man-people-person-2025115/
CC0 Creative Commons, Free for commercial use, no attribution required


Dog:
https://pixabay.com/en/animal-dog-foxhound-mammal-nature-2027222/
CC0 Creative Commons, Free for commercial use, no attribution required
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Shutterstock image FPF purchased rights to for this blog. Will collect documentation.
https://fpf.org/2016/12/30/privacy-implications-collecting-hire-vehicle-drop-off-location-data/
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Oct 10 Source: 
https://www.nhtsa.gov/press-releases/usdot-releases-2016-fatal-traffic-crash-data


Prior sources
40k+ number is from 2016 http://www.nsc.org/NewsDocuments/2017/12-month-estimates.pdf
Other, prior source https://www.nhtsa.gov/technology-innovation/automated-vehicles
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94% of serious crashes caused by human errored-vehicles
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S=A\TA RECEIVERS on(ifgvc)AR TRAFFIC LIGHT (V21) CAR THIRD TOLL BOOTH EMERGENCY SATELLITE

A growing number of
entities receive and transmit

data through the connected ﬁ/ /‘\\\\

vehicle ecosystem

WIRELESS CONNECTIVITY

W CELLULAR

I NON-CELLULAR
§ BLUETOOTH
1 WIFI
1 DSRC RADIO
B SATELLITE/GPS
§ SHORT RANGE RADIO
B SHORT RANGE RADAR

CAN-BUS: internal commu AUTONOMOUS VEHICLE DSRC RADIO: vehicle to vehicle RFID VEHICLE TAG: ELECTRONIC TOLL CABIN MONITORING VEHICLE SERVICES: Links to, GPS UNIT: uses

bridge between Electronic Control Units IMAGING AND SCANNING: and vehicle to infrastructure enables COLLECTION SYSTEM: SYSTEM: e.g. monitors e.g., roadside assistance satellite to
LIDAR, radar, ultrasonic communication short-range transponder sends ID eye movement to and preventative inform location,
sensors, or exterior cameras tracking via radio measure attention maintenance reminders navigation

TELEMATICS CONTROL UNIT
(TCU): interconnects CAN
Bus and external systems
VIN NUMBER:
long-used unique
vehicle identifier

TOUCH SENSORS:
detects driver
fatigue through

Elancele 0BD-1I PLUGIN:
pulls data from -
Eemmmd POTt, OF generates o~ grip, pulse
own location or -
movement data

OBD-II PORT: SIM CARD: connectivity
THIRD PARTY interface to point for transmitting
MONITORING DEVICE: driving and onboard information
OBD-Il or external operational data
dev;cg cotmmuni[cates g S
witl leet operator = g
TIRE PRESSURE EVENT DATA CRASH DATA k R NETWORIC
SENSORS: short RECORDER: RETRIEVAL internet access
range radio, goes black box with UNIT: extracts
to radio receiver accident data EDR data
INFOTAINMENT SYSTEM:
access entertainment USB PLUG-IN: connects
TYPES OF DATA and navigation apps via USB port for power
or data transfer
VEHICLE BEHAVIOR & LOCATION INFOTAINMENT
HEALTH BIOMETRICS Data describing Data generated Is’gngvsAiROJECTING
Data generated Data about driver the geographic * by vehicle mirrors apps from
by a vehicle's and occupants, location of owner or smartphone
systems on including driving a vehicle, user, through
performance and habits and health used for infotainment
maintenance information mapping and system or synced SMART PHONE: KEY FOB:
needs other services smartphone connects to car via supports

Bluetooth, Wi-Fi or USB keyless entry
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DATA RECEIVERS

A growing number of
entities receive and transmit
data through the connected
vehicle ecosystem

OTHER CAR TRAFFIC LIGHT (V2I) CAR THIRD
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94% of serious crashes caused by human errored-vehicles


...Who gets the data?
* [nsurers?

 Fleet managers?

* Law enforcement?

* Marketers?

« Government?

...What is personal?
* De-identification of PlI

...Who manages the
consumer relationship?

* |s the car simply a display?
- OEM?

 Car dealerships?

* Ridesharing service?

* Your phone?

* Individual apps?

* Third party tech company?
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$750
billion




senerating revenues

R it

V\ Increasing safety
.‘h and security

R&D and material costs reduction Reducing time for intervention
Gathering product field data o Collecting and forwarding wamings
reduce development the right
direction, @ critica
in advance

Reducing costs

informati
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URBAN SECTORS

TRANSPORTATION
UTILITIES

Traffic controls
react automatically
to pedestrians

Water meters monitor
usage and quality

Public bike
shares managed

by RFID tags

Urban cards for
universal access

Cloud servers hold

Smart cars communicate
with city and other cars

improve water
quality

Buses adjust route
based on demand

N I
Power meters
& proactively
ma ﬂBgE usage
Public broadband
connects services §

Beacons support
navigation for the blind

@i Water networks
minimize and

< remediate leakage .'i [

Automated tolling
tracks traffic patterns
and congestion

a
; il

Drone cameras
monitor traffic

y 8 AL
a;'

Riders plan ahead

with transportation

apps
Private Public Partnership
provides free Wifi for all

al Rail network
transmits data
on usage and

breakdowns

Power grid self-regulates
flow based on demand




CONNECTED
TECHNOLOGIES ARE
EVERYWHERE

It's not just your phone that's gotten smarter. Here's a smart city
example: city streetlights are so ubiguitous they usually go
unnoticed—but there's more to them than meets the eye. Today's
lights can be fitted with multiple sensors and beacons, upgrading
existing infrastructure into a hub for capabilities ranging from
environmental to public safety to transportation.

Location Beacon

Automated License
Plate Reader

Light Sensor

CCTV

Pedestrian Traffic
Sensor

Environmental Sensor

Gunshot Detector
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BUMP

RECORD A TRIP

MY TRIPS
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https://publicdomainvectors.org/en/free-clipart/Black-and-white-image-of-justice-scale/17275.html



DATA PRIVACY J

CONCERNS 7

SURVEILLANCE DATA SPILLS

DATA PRIVACY G

TOOLS

|

PRIVACY PROGRAM MOTICE and CHOICE
MAMNAGEMENT

/ l
T N0

LUNEXPECTED USES

LOCAL STORAGE

£

OPEM DATA
V5. PRIVACY

qpP

DATA MINIMIZATION

MMSCRIMINATION

VENDOR
MANAGEMENT

¥ 2/

DATA QLALITY

DE|DENTIFICATION




ALLIANCE OF AIITOMOHH E MANUF A(,‘TURF,RS. INC.
ASS(’)C!AT!()N OF GLOBA|

AUT()MAKE RS, INC,

Consumer Privacy

Protection Principles
PRIVACY PRI

NCIPLES FOR VEHICLE
TECHNOLOGIES AND SERVICES

November 12, 2014
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Online Privacy
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Protection Act







PRIVACY ACT

lif

‘ CALIFORNIA







{ransparency
choice

control
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